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Monte Carlo method to search for a partitioning with good properties

The procedure of search for a partitioning with good time estimation

𝑋 – a set of Boolean variables of CNF.
𝑋, 𝑋 ⊂ 𝑋 – a set, that defines the partitioning.

We represent an arbitrary 𝑋 by the following Boolean vector

The problem: how to know if this partitioning is good or bad?
The answer: estimate the time required to process the partitioning using
a Monte Carlo method. 𝑡𝐴 𝑋 – time required to process the
partitioning, 𝐴 – complete SAT solving algorithm (that eventually stops for
any given input). 𝜉𝐴 𝑋 – random variable with range 𝜉𝐴 𝑋, 𝛼 𝛼∈ 0,1 𝑋 ,
𝑋

𝜉𝐴 𝑋, 𝛼 – time of processing of CNF 𝐶|𝛼 , 𝛼 is chosen from 0,1
in
accordance with a uniform distribution. Then the following equation
holds
𝑡𝐴 𝑋 = 2 𝑋 ⋅ 𝐸 𝜉𝐴 (𝑋) .
We estimate the value of 𝐸 𝜉𝐴 (𝑋) using the Monte Carlo method.
Main formula of the Monte Carlo method is:
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We calculate the value of predictive function, that gives an estimation of
time required to process the partitioning.
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For each vector 𝜒 𝑋 we construct a random sample
𝛼11 , … , 𝛼 1𝑋 , … , 𝛼1𝑁 , … , 𝛼 𝑁𝑋 .
Than we calculate the value of predictive function using this sample. After
this we try to improve that value in the neighborhood of 𝜒 𝑋 .
It is important to note, that the calculation of predictive function in an
arbitrary point of the search space is an expensive process, so it is
desirable to perform it not more than once for any given point. To take
this into account we developed a tabu search algorithm described below.
Computational implementation of TS-algorithm on a computing cluster
If in the process of calculation of the prediction function value for some
point it is already greater than its best known value, then we can safely
interrupt calculations for this point and proceed to the next point from
the search space.
In practice this technique makes it possible to interrupt calculations in
more than 90 % of cases.
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Decomposition set of 47 variables for cryptanalysis of Bivium
that was found by tabu search algorithm
Number of
Time estimation
known bits (from for 120-core
177) of initial
cluster
state of Bivium
20 (weakened
1 h. 5 min.
problem)
18 (weakened
5 h. 34 min.
problem)
10 (weakened
244 days
problem)
0 (original
35 years
problem)

SAT@home is a volunteer computing project aimed to
solve hard problems (cryptanalysis, discrete optimization,
etc.) that can be effectively reduced to SAT.
Join us at http://sat.isa.ru/pdsat/
State (July 5, 2013)
• Application versions: windows and linux, x86 and x64.
• Active users: 1044.
Active PCs: 2234.
• Performance: 4.3 TFLOPs.

Avg. solving
time (10 tests)
on 120-core
cluster
1 h.
1 h. 50 min.

Time estimation
for SAT@home

Too simple
problem
Too simple
problem

-

41 days

-

6 years

• Implemented using BOINC platform.
• Client application is based on slightly modified MiniSat.
Finished experiment
• 10 problems of cryptanalysis of the generator A5/1, that
can’t be solved using known Rainbow tables.
Experiment took about 6 months.
Planned experiment
• Cryptanalysis of weakened Bivium (10 bits known).

